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1. Purpose 

This policy ensures that Orange Plan Management protects and handles personal information in accordance with 

the NDIS and relevant privacy legislation. Orange Plan Management acknowledges an individual's right to privacy 

while recognising that personal information is required to be collected, maintained and administered to provide a 

safe working environment and a high standard of quality. 

The information collected is used to provide services to participants in a safe and healthy environment with 

individual requirements, to meet duty of care obligations, to initiate appropriate referrals, and to conduct 

business activities to support those services. 

2. What Information May Be Collected 

As a NDIS Plan Manager, we collect and use personal information so we can provide plan management services, 

process invoices, support budget tracking, communicate with you and your providers, and meet our legal and 

regulatory obligations. 

Orange Plan Management may collect the following types of personal and sensitive information: 

• your name, date of birth and contact details 

• your NDIS number 

• details about your NDIS plan, funding and budgets 

• nominee, guardian, carer or support coordinator details 

• provider details 

• invoices, service agreements and claim information 
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• payment and banking-related information where required 

• records of phone calls, emails, SMS messages or other communications 

• feedback, complaints or incident-related information 

• information needed to verify identity or authority to act on your behalf 

Orange Plan Management will only collect information that is reasonably necessary to carry out our functions and 

activities as a NDIS Plan Manager. 

3. Regulations Relevant to This Policy 

The NDIS Code of Conduct requires providers and workers to respect the privacy of people with disability, and the 

NDIS Practice Standards include expectations around respecting and protecting participant privacy and dignity. 

• NDIS (Provider Registration and Practice Standards) Rules 2018 (Cth) 

• Privacy Amendment (Notifiable Data Breaches) Act 2017 (Cth) 

• NDIS (Quality Indicators) Guidelines 2018 (Cth) 

• Privacy Act 1988 (Cth) and the Australian Privacy Principles 

4. How Orange Plan Management Collects Information 

• Directly from the Participant or Representative via intake forms, phone calls, emails, or meetings 

• From authorised representatives, guardians, or nominees 

• Through the NDIS portal 

• From service providers or support coordinators, where relevant and with consent 

We may also collect information from other people or organisations involved in your supports, including: 

• your nominee, guardian, family member or authorised representative 

• support coordinator or recovery coach 

• service providers 

• the NDIA 

• other NDIS-related systems or portals 

• auditors, regulators or professional advisers, where required 

Where possible, we will collect information directly from you. If information is collected from someone else, we 

will take reasonable steps to make sure you know about it. We may also collect sensitive information, such as 

information about your disability, health, support needs or services received, but only where it is required for us 

to provide plan management services or comply with the law. 

5. Why We Collect, Use and Disclose Personal Information 

We collect, use and disclose personal information so we can: 

• provide NDIS plan management services 

• process and pay invoices 
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• submit claims through the NDIS 

• track your NDIS budgets and spending 

• communicate with you, your representatives and your providers 

• respond to enquiries, feedback and complaints 

• keep accurate business and service records 

• meet audit, quality, safeguarding and regulatory requirements 

• prevent, detect or respond to fraud, misuse of funds or payment errors 

• comply with legal obligations 

We will not use or disclose your personal information for a purpose unrelated to our services unless: 

• you have given consent 

• it is required or authorised by law 

• it is necessary to prevent or respond to a serious risk to health, safety or wellbeing 

• it is required for an audit, investigation, complaint, safeguarding matter or regulatory process 

NDIS guidance states that providers are not authorised to use or disclose participant information for purposes 

other than the intended purpose. 

6. Who We May Share Information With 

We may share relevant information with: 

• you and your authorised representatives 

• your service providers 

• your support coordinator, recovery coach or other support contacts 

• the NDIA 

• the NDIS Quality and Safeguards Commission 

• auditors or quality assessors 

• payment processors, accounting systems or software providers 

• IT, cloud storage, cybersecurity and business support providers 

• legal, insurance or professional advisers 

• government agencies, courts or regulators where required by law 

We only share the information needed for the relevant purpose. 

7. Privacy and Confidentiality Guidelines 

To support the privacy and confidentiality of individuals, Orange Plan Management ensures: 

• we are committed to complying with the privacy requirements of the Privacy Act, the Australian Privacy 

Principles and the Privacy Amendment (Notifiable Data Breaches) as required by organisations providing 

disability services 
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• we are fully committed to complying with the consent requirements of the NDIS Quality and Safeguarding 

Framework and relevant state or territory requirements 

• we provide all individuals with access to information about the privacy of their personal information 

• everyone has the right to opt out of consenting to and providing their personal details if they wish 

• individuals have the right to request access to their personal records by requesting this with their contact 

person 

• where we are required to report to government funding bodies, information provided is non-identifiable 

and related to services and support hours provided, age, disability, language, and nationality 

• personal information will only be used by us and will not be shared outside the organisation without your 

permission unless required by law (e.g. reporting assault, abuse, neglect, or where a court order is issued) 

• images or video footage of participants will not be used without their consent 

• participants have the option of being involved in external NDIS audits if they wish. 

Orange Plan Management will seek your consent before sharing your information where consent is required. You 

may choose who we can communicate with about your plan management services. This may include family 

members, nominees, guardians, support coordinators or providers. 

You can withdraw or change your consent at any time by contacting us. However, this may affect our ability to 

provide some services. 

You have the right to ask for access to the personal information we hold about you. You can also ask us to correct 

information if it is inaccurate, out of date, incomplete or misleading. 

To request access or correction, contact us using the details at the end of this policy. We may need to verify your 

identity before providing access or making changes. We will respond within a reasonable timeframe. 

8. Security of Information 

To keep information secure, Orange Plan Management ensures: 

• we take reasonable steps to protect the personal information we hold against misuse, interference, loss, 

unauthorised access, modification and disclosure 

• we ensure personal information is accessible to the participant and is able for use only by relevant workers 

• we ensure security for personal information includes password protection for IT systems, with only 

authorised personnel permitted access 

• we ensure personal information no longer required is securely destroyed or de-identified. 

Our privacy and security measures may include: 

• secure client management and accounting systems 

• password protection and multi-factor authentication 

• restricted staff access based on role and need 

• staff training on privacy and confidentiality 

• secure document storage 

• secure email and communication practices 



 

OPM Privacy Policy – Version 3.0 Page 5 
July 2026 

• regular review of access permissions 

• processes for managing suspected data breaches 

• secure disposal or de-identification of information when no longer required 

Orange Plan Management will keep personal information for as long as needed to provide services, meet legal 

obligations, respond to disputes, comply with audits, and maintain accurate business records. 

When information is no longer required, we will take reasonable steps to securely destroy or de-identify it, unless 

we are required by law to keep it. 

9. Data Breaches 

As part of information security responsibilities, Orange Plan Management ensures: 

• we will take reasonable steps to reduce the likelihood of a data breach occurring including storing personal 

information securely and accessible only by relevant workers 

• if we know or suspect your personal information has been accessed by unauthorised parties, and we think 

this could cause you harm, we will take reasonable steps to reduce the chance of harm and advise you of 

the breach, and if necessary, the Office of the Australian Information Commissioner. 

A data breach may occur if personal information is lost, accessed, disclosed or used without authorisation. 

Examples include: 

• sending an email to the wrong person 

• unauthorised access to a participant file 

• loss or theft of a device containing personal information 

• cyber incidents affecting business systems 

If a data breach occurs, we will act promptly to contain the breach, assess the risk, notify affected people where 

appropriate, and comply with any reporting obligations under the Notifiable Data Breaches scheme (see the Data 

Breach Response & Notification Plan, OPM 18.01.07). 

10. Website and Online Information 

If you use our website, we may collect limited technical information such as your IP address, browser type, device 

information and pages visited. We may use cookies or analytics tools to improve our website and services. If you 

submit information through an online form, we will use that information to respond to your enquiry or provide 

the service requested. 

11. Complaints About Privacy 

If you have a concern or complaint about how we have handled your personal information, please do not hesitate 

to get in touch with us at feedback@orangeplan.com.au or by calling 1300 611 990. We will acknowledge your 

complaint and aim to respond within a reasonable timeframe. 

If you are not satisfied with our response, you may contact the Office of the Australian Information 

Commissioner. You may also raise concerns with the NDIS Quality and Safeguards Commission where the matter 

relates to NDIS provider conduct, participant rights, privacy, dignity, safety or quality of supports. 
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12. Policy Review 

We will update this Privacy Policy to reflect changes in our business operations or services, as follow up to an 

internal incident or investigation indicating a need for improvement in our systems, or due to legal obligations or 

legislative or regulatory requirements. The latest version will be available on our website or by contacting us. 

This policy will be reviewed in July 2028 or following any relevant legislative or practice changes. Review 

responsibility sits with the Quality & Compliance Manager. 

Contact Us 

If you have a question about this policy, please contact us at feedback@orangeplan.com.au or by calling 1300 611 

990. 

Our Address is Unit 3A, 11 Donkin St, West End QLD 4101 

NDIS Provider 4050021671 
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